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This report contains the findings, conclusions, and recommendations from our
completed performance audit, Surplus Computer Equipment: Determining Whether State
Agencies Effectively Remove Software and Agency Data From Surplus Computers.
The report includes recommendations for the Department of Administration, Adjutant General’s Office, Kansas Health Policy Authority, Kansas Sentencing Commission,
Information Technology Executive Council (ITEC), and Chief Information Technology
Officers (CITOs) of the Executive, Judicial, and Legislative Branches.
We would be happy to discuss these recommendations or any other items in the
report with any legislative committees, individual legislators, or other State officials.

Barbara J. Hinton
Legislative Post Auditor
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EXECUTIVE SUMMARY
LEGISLATIVE DIVISION OF POST AUDIT

Do State Agencies Effectively Purge Surplus Computers and
Other Electronic Media Of Software and Agency Data
Before Disposing of Them?
Agencies are responsible for removing all data from their computers
before they dispose of them. As the custodians of State data, agencies
are responsible for removing the data from their computers before they
make them available to the public. Many of the records agencies handle
are confidential under State or federal law and must be protected, but it’s
also a good practice to avoid needlessly exposing data that is sensitive
but not confidential. Many common methods people use to take data off
a computer don’t actually work, such as reformatting the hard drive. Best
practices call for completely removing all data by physically destroying the
hard drive, demagnetizing it, or overwriting the entire drive with nonsense
characters at least three times. It’s also important to document the work
done.

.................. page 3

We found recoverable files on computers from four of the
six agencies we looked at. We picked 15 computers from Surplus

.................. page 5

Property and used inexpensive file recovery software to see if any of them
contained agency files. We were able to recover files from ten of the
computers. Seven computers contained confidential information (social
security numbers, Medicaid information, and password files), four contained
sensitive files that agencies probably wouldn’t want made public, and one
contained copyrighted music files. In general, it didn’t appear that much had
been done to most of the computers to remove the data. We found that
the data weren’t properly removed from the computers because agencies
lacked policies, thought that Surplus Property was removing the data, or
did a poor job of keeping track of their computers. Because of the severity
of our early findings, the Department of Administration temporarily stopped
selling computers in early May until they could make sure data were
properly removed from all they had in stock.
The State needs to strengthen its policy for removing data
from computers and educate agencies about that policy. Currently,
the only enterprise-wide policy on removing data from computers is difficult
to find, applies only to confidential data, and lacks any documentation
requirements. The Information Technology Executive Council (ITEC)
has a policy in draft form that is very close to best practice, but lacks a
requirement on the number of times drives should be overwritten and
documenting who did the work. Finally, Surplus Property is in a perfect
position to act as a final control to protect data on computers from Topekabased agencies by removing data that agencies miss.
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This audit was conducted by Allan Foster and Travis Williams. Scott Frank was the audit manager. If you need any additional information about the audit’s findings, please contact Mr. Foster at
the Division’s offices. Our address is: Legislative Division of Post Audit, 800 SW Jackson Street,
Suite 1200, Topeka, Kansas 66612. You also may call us at (785) 296-3792, or contact us via the
Internet at LPA@lpa.state.ks.us.
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Surplus Computer Equipment: Determining Whether
State Agencies Effectively Remove Software and
Agency Data From Surplus Computers
Under State law, agencies can dispose of outdated computer
equipment through the State Surplus Property Program that is
operated by the Department of Administration. The equipment is
first made available to organizations that are eligible to participate in
a similar federal program, and then is offered for sale to the public.
Although staff who operate the Surplus Property Program check the
computer equipment for information before offering it up for sale, it’s
the agency’s responsibility to ensure that all proprietary software and
agency data have been removed before it disposes of the equipment.
Over the last several years, numerous audit reports have been released
that look at whether federal, state, and local agencies across the
country do an adequate job of purging data from computers and
other electronic media before disposing of them. In these reports,
auditors consistently report finding proprietary software and agency
data—often confidential—on computers that were about to be sold to
the public. These audit findings raised concerns about how Kansas
agencies prepare their surplus computer equipment for disposal.
This performance audit answers the following question:
Do State agencies effectively purge surplus computers and
other electronic media of software and agency data before
disposing of them?
To answer this question, we reviewed a sample of computers that
Topeka-based State agencies had turned over to Surplus Property
and attempted to recover files from them. When we found data
on a computer, we reviewed a sample of documents looking for
confidential or sensitive data. For agencies whose computers still had
data on them, we reviewed agency disposal policies and interviewed
agency officials about how computers ended up at Surplus Property
with recoverable files. Finally, we reviewed Information Technology
Executive Council (ITEC) policies on disposal of computer
equipment and compared them to best practices.
A copy of the complete scope statement for this audit approved by the
Legislative Post Audit Committee is included in Appendix A.
We conducted this performance audit in accordance with generally
accepted government auditing standards. Those standards require
that we plan and perform the audit to obtain sufficient, appropriate
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evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the
evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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Question 1: Do State Agencies Effectively Purge Surplus Computers and
Other Electronic Media of Software and Agency
Data Before Disposing of Them?
ANSWER IN BRIEF:

Agencies often don’t remove data from computers that are sold to
the public through Surplus Property. We obtained computers from
Surplus Property that had belonged to at least six Topeka-based State
agencies and found data on 10 computers from four of those agencies.
Of the 10 computers that still had data, seven had confidential
documents, including thousands of Social Security numbers. It
appeared that data weren’t properly removed because agencies lacked
policies, relied on Surplus Property to remove the data, or did a poor
job of keeping track of which computers had been processed and
which hadn’t. The State needs to strengthen its policy for removing
data from computers and take appropriate steps to ensure that
agencies are educated about the policy and are following it. These
and other findings are discussed in the sections that follow.

Agencies Are
Responsible for
Removing All Data
FromTheir Computers
Before They Dispose of
Them

In fiscal year 2008, State agencies owned more than 80,000
computers and servers. All of these computers and servers eventually
will become out-of-date and need to be disposed of.
By law, most State agencies located in Shawnee County must send
all property—including computers—to State Surplus Property, a
group within the Department of Administration that was established
to dispose of excess property from State agencies. Agencies located
outside Shawnee County, as well as the Department of Transportation,
have the authority to dispose of property themselves. We didn’t
perform any testwork on any computers that non-Topeka-based
agencies owned.
When Surplus Property gets a computer from an agency, a staff
member cleans it up, reformats the hard drive, and reinstalls the
operating system. Surplus Property sets a price for the computer
and holds it for 30 days, during which time State agencies and other
organizations that qualify for the federal surplus property program
can buy it. After 30 days, the computer is offered for sale to the
public. In the 12 months ending April 30, 2008, Surplus Property
disposed of approximately 600 computers on behalf of State agencies.
As the custodians of State data, agencies are responsible for
removing the data from their computers before they make them
available to the public. Many of the records State agencies handle
are confidential under either federal or State law. These include
Social Security numbers, security information, certain employee
personnel records, and medical and income tax records.
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Agencies that posses such records are responsible for protecting the
confidential data contained in them. That responsibility extends to
protecting the data when the computer holding the data is disposed
of. In addition, it’s good practice for agencies to avoid needlessly
exposing sensitive internal documents that might not be confidential,
but that agencies normally wouldn’t make readily available to the
public, such as employee phone numbers, evaluations of grant
requests, and drafts of policy documents. Therefore, it’s important for
each agency to ensure that no computers leave its possession without
removing all the data.
Best practices call for completely removing data from a
computer’s hard drive before disposing of it. Most people don’t
realize that data are very persistent on a computer. Although they
may be difficult to find, the vast majority of all documents ever stored
on a computer remain on the hard drive forever—even documents
that have been deleted or lost. Moreover, those documents remain
accessible unless someone takes special actions to permanently
remove them. The following are examples of things that people
commonly think will permanently remove data from a computer, but
that really don’t:
deleting the files and emptying the trash
reformatting the hard drive
reinstalling the computer’s operating system

In addition, when a hard drive “crashes” or quits working, the data are
still there.
Because data are so persistent, best practices have been developed to
help organizations know what to do with hard drives they no longer
need. Generally, agencies can use any of the following three methods
to completely and securely remove data:
Physically destroying the hard drive by shredding or incinerating
it. This is considered the most secure method because it protects
against any type of attempt to access the data.
Demagnetizing the disk with a powerful magnet (“degaussing”).
This makes the hard drive unusable, and prevents the data from being
recovered using most tools.
Using specialized software to overwrite the hard drive multiple
times. At a minimum, the hard drive should be overwritten three times.
This makes it impossible to access the data with standard file recovery
software, although very expensive tools, such as electron microscopes,
still may be used to recover the data.

4
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In addition, best practices require that agencies clearly document
what computers were processed, the date, how they were processed,
who did the work, and the final disposition of the computer.
We Found Recoverable
Files On Computers
From Four of the
Six Agencies We
Looked At

To determine if agencies had completely removed the data from their
computers, we picked 15 computers from Surplus Property to review.
Nine of the computers hadn’t been processed by Surplus Property
staff and were in the condition the original agencies had left them.
Six of the computers already had been processed by Surplus Property
staff and were ready for sale. We ended up with computers from
at least six agencies; we couldn’t tie five of these computers to an
agency.
We used three techniques to recover files from each computer:
First, we tried to start up the computer to see if we could access any
files that way.
Next, we removed the hard drive and tried to read it using another
computer.
Finally, we used file recovery software to see if we could find files that
didn’t show up with the other methods. The software we used was
readily available over the Internet, inexpensive ($60 per copy), and very
simple to use.

Figure 1-1 on page 7 summarizes the results of our review of the
15 computers. As the table shows, data were completely removed
on only 5 of those 15 computers. We recovered files from the other
10. Of the six agencies we were able to identify, four had at least one
computer with recoverable files.
The types of files we were able to recover generally fell into the
following three categories:
Seven computers contained information that’s confidential under
State or federal law. Most of this was personal information, including
thousands of Social Security numbers, names of Medicaid beneficiaries,
and personnel information about State employees.
In addition, we were able to recover password files and other network
files that would provide valuable information to aid computer hackers.
Four computers contained sensitive agency files that aren’t
confidential, but that agencies likely wouldn’t want to make readily
available to the public. These included employee accident reports,
a summary of the results of an agency investigation into alleged
improprieties by a grant recipient, and architectural drawings of a State
office building.
One computer contained copyrighted music files.
PERFORMANCE AUDIT REPORT
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In general, it didn’t appear that much had been done to most of the
computers to remove the data. It wasn’t always possible to determine
conclusively what steps each agency had taken. As far as we can tell,
here’s what had been done to the hard drives:
Five computers had been fully overwritten and had all the data
removed. We couldn’t recover anything from these computers.
Two computers had been partially overwritten and had most of their
data removed. These computers had many fewer files, but we were able
to find a confidential file on one of them.
Five computers had been reformatted, which didn’t remove the data.
We were able to recover most, if not all, the files from these computers.
We couldn’t tell who reformatted the computers—the agencies or Surplus
Property.
Nothing had been done to three of the computers. We easily retrieved
all the files from these computers, each of which was from the group that
Surplus Property staff hadn’t yet processed.

The data weren’t properly removed from the computers because
agencies lacked policies, relied on Surplus Property to remove the
data, or did a poor job of keeping track of their computers. We
looked at policies and talked to officials from the four agencies with
recoverable data to find out why data still existed on their surplus
computers. We found the following underlying reasons why the data
hadn’t been properly removed:
The Adjutant General’s Office had no policy for removing data when
the computer in our sample was taken out of service in 2002.
Staff at both the Department of Administration and the Sentencing
Commission thought that when Surplus Property wiped the hard
drives, it would remove the data. Although staff from Surplus Property
do reformat the hard drives before they make the computers available to
the public, this technique doesn’t adequately remove the data.
Staff at the Kansas Health Policy Authority did a poor job of keeping
records on what was done to each computer, allowing one of the
computers in our sample to fall through the cracks. The Authority
normally contracts with DISC for all of its information technology work.
However, in this case an Authority staff member volunteered to remove the
data from several computers, including the ones in our sample. The staff
person didn’t keep track of what he’d done to each computer. As a result,
while one of the computers in our sample was overwritten properly, the
second computer wasn’t overwritten.

The Department of Administration suspended the sale of computers
at Surplus Property in early May. As soon as we realized the extent
of our findings, we contacted the Department and recommended it stop
selling computers at Surplus Property until someone could securely
remove all the data from each computer. Department officials agreed
and quickly stopped selling computers.
6
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Figure 1-1
Summary of Results From Review of Computers Obtained From Surplus Property

Agency/
Computer

Processed
by Surplus
Property?

Did the computer contain:
Recoverable
Files

Confidential
Files

Sensitive
Files

x

x

x

Copyrighted
Files

What Appeared To
Have Been Done To
Remove Files?

AGENCIES WITH RECOVERABLE FILES
Adjutant General's Office
Computer #1

Yes

x

reformatted

Department of Administration
Computer #1

No

x

x

Computer #2

No

x

x

nothing

nothing

Computer #3

No

x

x

nothing

x

x

Kansas Health Policy Authority
Computer #1

Yes

Computer #2

No

x

reformatted
overwritten

Kansas Sentencing Commision
Computer #1

Yes

x

x

x

reformatted

AGENCIES WITHOUT RECOVERABLE FILES
Kansas Bureau of Investigation
Computer #1

No

overwritten

Computer #2

No

overwritten

No

overwritten

Insurance Department
Computer #1
AGENCY UNKNOWN
Computer #1

No

x

Computer #2

Yes

x

x

x

partially overwritten
partially overwritten

Computer #3

Yes

x

reformatted

Computer #4

Yes

x

Computer #5

No

reformatted
overwritten

TOTAL FOR SAMPLE
15 Computers

6

10

7

4

1

Source: LPA review of computers obtained from Surplus Property.
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The State Needs To
Strengthen Its Policy
For Removing Data
From Computers and
Educate Agencies
About That Policy

As part of this audit, we evaluated the adequacy of the State’s
enterprise-wide policies on removing data from surplus computers.
Currently, there’s no stand-alone policy addressing how surplus
computers should be handled. However, the State’s Information
Technology Executive Council (ITEC) does include requirements
for handling surplus computers in its default security policies, which
establish minimum security policy requirements for agencies. ITEC
currently is developing a more thorough stand-alone policy, but it’s
still in draft form. Both policies have shortcomings, as described
below:
The requirements for handling surplus computers in the default
policy are difficult to find, apply only to confidential data, and
have inadequate documentation requirements. The ITEC default
policies are contained in a very large document, and the policy on
surplus computers is buried in a section on “physical security.” The
policy specifies what should be done to remove confidential data from
hard drives, but doesn’t address other types of information. It also
doesn’t address documentation requirements. Proper documentation
would help agencies ensure they’d removed data from all the computers
leaving the agency, would allow agency security personnel to better
monitor the agency’s security, and would allow officials at Surplus
Property to know when they needed to do more work on a computer to
ensure it didn’t have data on it when it was sold.
The draft stand-alone policy is much stronger, but it lacks
requirements on the number of times drives should be overwritten.
The policy appears to have been largely based on current best practice.
It is very complete, and includes the recordkeeping requirements that
are missing from the current default policy. The draft policy lacks only a
requirement on the specific number of times a drive must be overwritten
(current best practice is three times), and a requirement that a specific
person must sign that the work was done.

While agencies are responsible for taking care of their own data,
Surplus Property is in a perfect position to act as a final control
to protect data on computers that Topeka-based State agencies
dispose of. Because computers from most State agencies in Shawnee
County come through Surplus Property, it seems an obvious point of
control to prevent any computers from being sold to the public that
contain data. Surplus Property could overwrite or demagnitize all
computers, unless there was a specific certification from the agency
stating that the data had been properly removed.

8
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Conclusion:

The fact that we were able to use simple, inexpensive software
to retrieve confidential files from almost half of the 15 surplus
computers we reviewed is frightening. Our review didn’t include
State agencies located outside the Topeka area, but there’s little
reason to think that their computer disposal practices are much better.
The State has a significant problem with how surplus computers
are handled, and is at significant risk of disclosing confidential or
sensitive data to the public or even to potential hackers. Should
that happen, the State could face both costly and embarrassing
consequences.
Solving the problem with surplus computers will require a multitiered approach—developing strong State policies on how to remove
data from surplus computers, educating agencies about those policies
so they can develop their own processes, and ensuring that agencies
are following those policies. For Topeka-based agencies, Surplus
Property could serve as the final safety net to ensure that all the
computers it disposes of have had the data removed properly. On the
other hand, agencies outside of Topeka will need to be especially
careful with how they handle their surplus computers, because there’s
no other agency that can act as the safety net.

Recommendations
For The Information
Technology Executive
Council (ITEC):

1. To help ensure that State computers don’t contain any data when
they are disposed of, ITEC should adopt the ITEC Security
Council’s draft media disposal policy as soon as possible.
2. To strengthen the draft media disposal policy, ITEC should add
the following requirements to the policy:
a. when overwriting a hard drive, agencies must overwrite the
drive three times.
b. in documenting removal of data from a hard drive, the agency
must also document the name of the person doing the work.
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3. To help ensure that all State agencies understand their
Recommendations
responsibilities to protect data in their possession, and understand
For the Executive,
how to adequately carry out that responsibility, the Executive,
Legislative, and
Legislative, and Judicial Branch CITOs should communicate
Judicial Branch Chief
the new media disposal policy to all State agencies under their
Information Technology
jurisdiction, and should explain the importance to all agencies
Officers (CITOs):
of following that policy. Each CITO should take special care to
ensure that agencies located outside Shawnee County understand
that the State’s policy applies to them as well, because these
agencies dispose of their computers directly.

Recommendations For
The Department of
Administration:

4. To help ensure that all data have been removed from computers
that are disposed of through Surplus Property, the Department
should require that all surplus computers be accompanied by
a certificate from the agency stating that all data have been
properly removed from the computer. If a computer is delivered
without such a certificate, Surplus Property should overwrite,
demagnetize, or destroy the hard drive in conformance with best
practices.
5. To help ensure that agencies are complying with the policies, the
Department should monitor compliance by checking a sample of
computers at Surplus Property periodically using methods similar
to those we used in this audit.

Recommendations For 6. To ensure that they don’t continue to dispose of computers with
The Kansas Sentencing
data on them, these agencies should immediately adopt policies
Commission, Kansas
and procedures that, at a minimum, require the following actions
Health Policy Authority,
when disposing of a computer:
Adjutant General’s
Office, and Department
a. The hard drive must be destroyed, demagnetized, or
of Administration:
overwritten
b. If the drive is overwritten, it must be overwritten at least three
times
c. Staff must document the following to certify that all data were
removed:
i. serial number of the computer
ii. method used to eliminate the data
iii. date the work was done
iv. who did the work
v. final disposition of the computer
10
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APPENDIX A
Scope Statement
This appendix contains the scope statement for this audit of surplus computers. This
audit was conducted as part of the ongoing information system security audit work authorized by
the Legislative Post Audit Committee.
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SCOPE STATEMENT
Surplus Computer Equipment: Determining Whether State Agencies
Effectively Remove Software and Agency Data From Surplus Computers
Under State law, agencies can dispose of outdated computer equipment through the State
Surplus Property Program that is operated by the Department of Administration. The equipment
is first made available to individuals or entities that are eligible to participate in a similar federal
program, and then is offered for sale to the public. Although staff that operate the Surplus
Property Program check the computer equipment for information prior to offering it up for sale,
it’s the agency’s responsibility to ensure that all proprietary software and agency data have been
removed before it disposes of the equipment.
Over the last several years, numerous audit reports have been released that look at
whether federal, state, and local agencies across the country do an adequate job of purging data
from computers and other electronic media before disposing of them. In these reports, auditors
consistently report finding proprietary software and agency data—often confidential—on
computers that were about to be sold to the public. These audit findings raise concerns about
how Kansas agencies prepare their surplus computer equipment for disposal.
This computer security audit would answer the following question:
1.

Do State agencies effectively purge surplus computers and other electronic media
of software and agency data before disposing of them? To answer this question, we
would review a sample of computers and other electronic media that have been turned
over to State Surplus Property to determine if they have readable data on them, including
licensed operating system software, licensed application software, and data of a sensitive,
personal, or confidential nature. For the computers in the sample, we would review
documentation and interview officials from the agency that disposed of the equipment
as necessary to understand their policies for disposing of computer equipment. For
any computers or media that contain readable data, we would interview officials from
the responsible agency and review documentation to determine why the data weren’t
properly removed. We would conduct additional test work as necessary.

Estimated Resources: 5-7 weeks

12

PERFORMANCE AUDIT REPORT
Legislative Division of Post Audit
08CC03 JUNE 2008

APPENDIX B
Agency Responses
On June 6, 2008, we provided copies of the complete draft audit report to the following
agencies and officials:
the Department of Administration
the Chair of the Information Technology Executive Council
the Chief Information Technology Officers of the Executive, Legislative, and Judicial
Branches
the Kansas Sentencing Commission
the Kansas Health Policy Authority
the Adjutant General’s Office
These agencies generally concurred with the report’s findings, conclusions, and
recommendations. All the responses are included in this appendix. The Executive Branch Chief
Technology Officer’s response is included in the Department of Administration response.
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